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Executive Summary

This document describes all the systems deployed by Euro6IX partners to control, manage and
secure Euro6IX network.

It is also described all the systems to get statistics of the stability of the network and statistics of
each partner’s web service access.

01/09/2003 - v1.0 Page 3 of 41



[1ST-2001-32161 |  Euro6IX | D3.2A: Update on the Definition of Statistics, Management and Security Control Systems |

Table of Contents

Do IHIFOGUCHION .eeeeeeereveereeesrsressssssesssssssssssssssssasssssssssssssssssssssasssssssssssessssssssssssssssssnssesssas 7
2. Euro6IX Statistics Systems Used in EUFOGIX NEIWOTKS.......ueeeeeeerossuesossaessssarssssassssasssnns 8
2.1 Statistic Tools Based in IPVO PiNg .........ccovviiiiviiiivninsvnncnsnrcssnncssnnssssssssssssssssssssssssses 8
2.1.1 TILAB’S PINg TOOI SYSIEML....ccuviiiieiiiieiieeiieiiecie ettt ettt et e e eeaeenaeens 8
2.1.2 TID’s PINGstat SYSTEIM....c..coiiriiiiiiiiiiiiieeienteeecet et 10
2.1.3 Smoke Ping at Consulintel .............cooiiiiriiiiiiiiieeeeeee e 11
2.2 Lo0KING Glass SYSTEIM c.cccruriersricssercssanssssanssssanssssanssssassssssssssssssssssssssassssssssssssssssssssssns 13
2.2.1 Loking Glass System at BT .........ccccieviiiiiiiiiieiicicce et 13
222 Looking Glass System at Consulintel .........c..cccevieniiiiniiniininicnecceeeee 13
223 Looking Glass System at UPM ........ccccoooiiiiiiiiiiieeieeeeceeeeese et 14
22.4 Looking Glass System at TID ......c...coceeviriiniininiiniceneeeeeeeeee e 15
2.2.5 Looking Glass System at UMU ..........cccciiiiiiiiiiiiinieiecesecee e 15
2.3 TILAB’S AS-Path TTee ....ccueivuiireiiuinseinsniisninsninsnicsnnssseccssnssssessssssssesssessssssssssssssssss 17
2.3.1 AS-Path Tree at TILAB .....ooiiiieieeeeeeee e 17
2.3.2 AS-Path Tree at UPM .......cccoiiiiiiiiieeceeee et e 18
24 MRTG StatiStiCs c.ceeeerrueecssercssnnicssanessssnessssnesssnnessssnessssscsssscsssnee ..19
2.4.1 MRTG Statistics at Consulintel...........cccveeviiiiiiiiieiiieecee e 19
242 MRTG Statistics at TID .....ooeeriieieiieiieieeieeee e 21
2.4.3 MRTG Statistics at UMU .......cccuiiiiiiieiieeciie ettt stee e s eveeeeavee s 22
24.4 MRTG Statistics at UPM .......couiiiiiiiiieieeiesieeieee e 23
2.5  Web Access Statistics Implemented at Partner’s Sites.......cccoeererenrcssnnrcssunccssanccnns 24
2.5.1 WEDALIZET ..ottt 24
2.5.2 AWSTATS ettt ettt e st et e et esseeseentesseenseeneas 25
2.5.2.1  AWSTATS at Consulintel.......cceeverviiriiniiiiinienieeie et 25
2.52.2  AWSTATS @t TID oottt 27
253 Web Access Statistics Implemented by UPM.........cccooiviiiiininniinieniiiccieeeee, 27
2.6  Other Services StAtISTICS c..cccvverrrrcsenssrecsenssrnnsnnssanesncsssesssnssssesssessssesssassssssssassssessssses 28
2.6.1 NAZIOS At UMU ...ttt sttt ettt sttt e eebe e saeeaseenaee e 28
2.6.2 DAY T T 1 0 Y SRR 28
3. Euro6IX Management PrOPOSAL............ueeeeoooneeriosssesioosssanssossssssssssssssssssssssssssssssssssssssnans 30
3.1 Euro6IX Management System based on Magalia (MSIP) ........cccceeeevuercrvureccsnnccnnns 30
3.2  Distributed Management Proposal to Test MSIP .........ccovuevvueivverisensseecsencsnecnnns 31
3.2.1 ODbJECtiVe OF the TEST...uiieeiiiiieciieeiieeie ettt et te e e s e snnes 31
3.2.2 MSIP Test DESCIIPLION ..ottt ettt ettt 31
323 MSIP Test Configuration TIPS ......cceeeecieeeriiieeiiieerieeerieeeriee e eieeeereeeeeveeeneaee s 31
3.2.3.1 Agreement about Naming of Nodes and Links............cccceviieniiniiiniiniiieene 33
3.2.3.2  MeSSage Paths ....ccvieiiiiiiiiiiecee e e 33
3.2.3.3  MSIP Nodes BEhavior..........ccooiiiiiiiieiieeeeeee et 33
3.2.3.4 Public and Private Maps.........cccccuveriieiiieiieeiierie et sve et 34
324 Distributed Management Proposal to test MSIP ..........ccccoeviiiiiniininiiniiiiicnene 34
4. Euro6lX Security Control SyStems PropoSal..........cceeeeeeiosssnerecssssnsesosssnssosssssssessssnans 35
4.1 Security Guidelines for Euro6IX Network 35

01/09/2003 - v1.0 Page 4 of 41



[1ST-2001-32161 |  Euro6IX | D3.2A: Update on the Definition of Statistics, Management and Security Control Systems |

4.2 Topaz, an IDS TOO0L....uuiiiiiiiiiicicniinssnricssnnicsssnissssncssssnessssnessssnosssssossssssssssssssssssssssessans 37
4.2.1 TOPAZ APPLICALION ...ttt ettt e e eenes 37
422 Proposal of Installation of Topaz at TID Test-bed..........ccceeviieeiiiiniiieeieeeieen, 39

4.2.2.1  Probably INtrusion SOUICES ........ccceerieriieriieniieniienieeieesreesieeseeeeseesereenseesaeeens 39
4.2.2.2  Sensors INStallation ..........cocoouiiiiiiiiiiii e 39
5. SUMMArY ANA CONCIUSIONS auu..cennuneeeoosenneiiossssaeriosssaricssssasssssssssssossssssssssssssssssssssssssssssssess 41

01/09/2003 - v1.0 Page 5 of 41



[1ST-2001-32161 |  Euro6IX | D3.2A: Update on the Definition of Statistics, Management and Security Control Systems |
Table of Figures
Figure 2-1: TILAB Ping Tool System Web Page.............uccereecemmeerissesersseninssessssssssssnenssssssssssas 9
Figure 2-2: TID Pingstat System Web Page.............cccccoueemrsecersseemeserssssessssnensssssssssssssssnnssssnes 10
Figure 2-3: Other Utilities from TID Stat SYStemM...........coceeeeeeeveeemmeeerssesersseeneseressssssssnsnnnnssnns 11
Figure 2-4: MADGIX Interfaces With SMOKE PinNg .........ooueeeeeeeeemeeeeireeeeeeeneeesesss e ssmennnenees 12
Figure 2-5: MADGIX to TID Interface with Smoke Ping (I).........cccccemvevemmivevienericicnercccsenennans 12
Figure 2-6: MADGIX to TID Interface with Smoke Ping (ll)...........ccoovecemmevevmmericinencccaennenas 13
Figure 2-7: Consulintel’s LOOKING GIASS .........ccceveummirivemmmssisensississnsssssssesssssssenssssssssssssssssssnses 14
Figure 2-8: UPM’S LOOKING GIaSS .......cccuririvummirsiennsissssensissssensssssssnsssssssssssssssensssssssnsssssssssnnses 15
Figure 2-9:  TID’S LOOKING GIASS .....ocoeeceerereeeneeeeceneeesassnnesssssmneessssensnssessnnnasessmnnsssssmnnsssssnnneas 16
Figure 2-10: UMU’S LOOKING GIASS.........ceeeereesmrereesinersessinersssssnnnsssssmnessssssnessssssnsssssssmsnssssssnnssen 16
Figure 2-11: TILAB’S AS-Path Tre .........eomeeeeeereeeecereeeecenenesessmneessssenessssssnnnssessmnnessssmnnsssssmnnreas 18
Figure 2-12: UPM’S AS-Path Tr.......cooocceeeeeeeeieeeeissecessenenesesssssessssnensnsssssssssssnsnnssssssssssssnssnnnnes 19
Figure 2-13: Consulintel’s MRTG StatiStiCs (I)........cccoeccmmemmrrecersseeneeessssscssssnennnesessssssssnennnennnes 20
Figure 2-14: Consulintel’s MRTG StatiStiCs (ll)...........cccoueeereeeerseeneeeeissscssseeeneeesessssssssnennnenens 20
Figure 2-15: TID’s MRTG StatiStiCS (I)......c.ccccmmmmmireeeeiieeeeeeseceseene e e s esss s ne e s e nns s e s ssssmnnn e 21
Figure 2-16: TID’S MRTG StatiStiCS (ll).........ceeeeeeeeoeerenesciececieeesee et seseeessn e esen s e smnesesen s 22
Figure 2-17: TID’S MRTG StatiStiCS (Ill).........ccccoueeeomereereeceeceeieeesee et n e esn s smn e 22
Figure 2-18: UMU’S MRTG StatiStiCS.........ccrevsmmmrsvsermiisissensissssenssssissnsssssssssssssssensssssssnsssssssssnnses 23
Figure 2-19: UPM’S MRTG StatiStiCS.......c.ccevvmmirvvremmiisisinsissssenssssisessssssssssssssssessssssssnsssssssnssnsas 24
Figure 2-20: TID Statistics of Access to www.tid.eurobix.org using Webalizer ................... 25
Figure 2-21: Home of Euro6IX Web Site StatiStiCs ...........ccccecuerrevecmereeenereecseneerecssenerssssenennas 26
Figure 2-22: Example of Euro6IX Web Site StatiStiCs ..........ccccereeeemereesemereecrereecenersecsennenas 26
Figure 2-23: TID Statistics of Access to www.tid.euro6ix.org using AWSTATS.................. 27
Figure 2-24: UPM’S ACCESS StAtiSHtICS ........ccccurmrerirescrsreenenesissssesssnensssssssssssssnenssnsssssssssssssnnnnnnes 27
Figure 2-25: UMU’S NaQiOS S@IVICE..........cceseeerireririsceissemnnnsssssssssssssnmnsssssssssssssssnnsssssssssssssssnnnnns 28
Figure 2-26: UPM’S NagiOS S@IVICE..........coeeeeerereririsceisseeinnsssssssssssssnensssssssssssssssnnssssssssssssnsmnnnnns 29
Figure 3-1:  Euro6IX Network Map DE@SigN............cccoeemmmeeeresecersseminasesesssessssmennssssssssesssnnnnnnnns 32
Figure 3-2: MSIP Operation Through Euro6IX Network Map .............ccceeeecmmmeerereecrssanennnnnenn 34
Figure 4-1: Traffic Control in the Carrier’'s NEtWOIK ..........ccoceevevremmrisisemssnssssenssssssenssssssensnnsas 35
Figure 4-2: Traffic Control in the ISP’S NEtWOIK ...........c.ccvevemmmrevsemmirsisnsssssssenssssssensssssssnnnnsas 36
Figure 4-3: Traffic Control in the IPv6 Internet EXChange............c.cccccocmevvevsemssssisenssssisannnnnens 36
Figure 4-4: SenSOr LOG MESSAGES..........ccerreeremmreessnmrssssnmrssasnnrsssssmnnassssmnmsssssnmrssssnsrssssannnes 38
Figure 4-5: Topaz Console SNapPSHOL.............oooeeereeeinereecenereecseneeseessenerssssenenssssenersssenennsns 38
Figure 4-6: TID TeSt-Bed............eeeeeeieeeee e me s sm e s s s ssmem e e e 39
Figure 4-7: Topaz Installation Proposal at TID Test-Bed ............ooeeeeeeeeemeeememeremeeemeeenenennnnnnnns 40

01/09/2003 - v1.0

Page 6 of 41



[1ST-2001-32161 |  Euro6IX | D3.2A: Update on the Definition of Statistics, Management and Security Control Systems |

1. INTRODUCTION

During the second year of the project the work has been focused on the installation of services to
generate traffic and the installation of system to control this traffic.

Web statistics systems have been installed on every web server to know whom and how many
times has accessed the web.

Also, new statistics systems to control the stability of the network have been installed like
Smoke Ping, MRTG and Nagios; TID ping-stat system has been improved with new
functionalities.

Regarding Network Management, Magalia has become a reference in the development of
applications to control New Generation Networks and other partners like UPM has installed it
and they use it to control its network. Other partners like BT, Consulintel, PTIN, T-Nova, UMU,
Vodafone have showed their interest in installing the application.

In this document, the Magalia Sharing Management feature it is explained and a proposal for
testing with other partners it is formulated.

Another area of work of the project is the Security of the Network. Before opening the net to the
rest of the rest of the world a security policy had to be defined. The results of this definition are
the “Security Guidelines for Euro61X Network” which are explained in chapter 4.

A tool that will help Euro6IX to make more secure networks is Topaz, a NIDS (Network
Intrusion Detection System) developed at TID labs. This year Topaz developing team has been
working with A4.1-1 in order to define the set of rules to be watched by the application. In this
document, Topaz is presented with snapshots and a brief explanation of its features. There is also
a proposal to test this application at TID labs.
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2. EUROGIX STATISTICS SYSTEMS USED IN EURO6IX NETWORKS

2.1 Statistic Tools Based in IPv6 Ping

2.1.1 TILAB’s Ping Tool System

Ping-view (http://net-stats.ipv6.tilab.com/6boneBB/index.html) is a tool that provides some
useful information about the connectivity towards a specific set of destinations in the Internet
(both host and routers). The reachability information for every monitored site includes the packet
loss (i.e. the number of echo replies not coming back versus the number of echo requests
transmitted) and the response time (RTT, Round Trip Time). The basic mechanism used is the
sending of ICMP packets (i.e. ping packets) and then, using the RTT and loss values obtained,
some parameters are measured to evaluate the performances of the network. In particular, this
tool sends fixed length sequences of ICMP echo requests, one per second, towards all the
selected destinations using the ping program.

Note that the answer to the first echo request of every sequence is always rejected because it is
usually slower than the others (caches priming, etc).

The acquisition of the reachability information towards all the monitored sites is repeated
periodically (generally once an hour). At every data acquisition, the measured values (loss and
response time) are recorded in an archive in order to be available for further analysis and
elaborations. In particular, this information is used to create various kinds of graphic
representations of the collected data (including loss and RTT versus time, loss and RTT
frequency distributions, the Quality Factor and the Service Predictability) and some history-
based parameters ("RTT70% - last 7 days" and trend).

Ping-view provides moreover an aggregated view, showing a summary table containing an
estimation of the overall "group of connections" behavior together with an indication of the
medium term trend (time-scale of days).

Using this tool is also possible to detect an occasional degradation in the performance of the
communications looking at the summary table displaying the results of the latest measures. In
order to provide some information about the medium term evolution of the network performance
(i.e. if they are improving or if they are getting worse), it is compared an effective bit rate value
calculated from loss and response time values measured over the last 7 days (medium term
network performance) with the one calculated over the last 4 hours (short term network
performance). The effective bit rate is calculated as follows:

(2 * bytes in ping packet *8)*(total packets - packets lost) / total packets) / average response time

An improved bit rate in the last last 4 hours is shown as a positive trend, while a slower bit rate
in the last last 4 hours is shown as a negative trend. If on the other hand the two values are very
close together an indication of substantial stability in the network performance is returned.
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Thanks to the measures obtained with ping-tool, it is also possible to evaluate a quality
parameter called “Quality Factor” that is an estimate of the probability of getting an answer to an
ICMP Echo Request within a given RTT* and is calculated as the number of Echo replies
obtained back within RTT* versus the total number of Echo requests sent to the destination(s).
This parameter is calculated from the loss and RTT values collected during a given time frame.

The Quality Factor (QF) is a function of RTT* and gets values in the range [0,1]. A low value of
QF(RTT*) indicates low connection performances while a value of QF(RTT*) very close to 1
stands for good performances.

Moreover, this tool permits to obtain a measure of the variability of service (or ping
predictability) by means of a scatter plot of the dimensionless variables (average ping data rate /
maximum ping data rate) versus the (average ping success/maximum ping success) where:

= Ping success = (total packets - packets lost) / total packets).
= Ping data rate = (2 * bytes in ping packet) / response time.

The service predictability parameter has been defined at SLAC (Stanford Linear Accelerator
Center) by Les Cottrell, Warren Matthews and Connie Logg (see the SLAC tutorial on WAN
monitoring). For short timeframes (up to 24 hours), the average ping success and data rate are
evaluated for every data acquisition. For longer timeframes, they are averaged on a daily basis.

The following picture shows an example of aggregate and site-by-site view using ping-view tool.
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Figure 2-1: TILAB Ping Tool System Web Page
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2.1.2 TID’s Pingstat System

The ‘ping_stat’ tool has been developed by TID in the context of the LONG project and allows
checking the reachability of network elements by executing "ping" to a list of IPv6 addresses.
The results will be transferred to a second machine using the "wget" IPv6 enabled tool. This
second machine shows, through a WEB interface, the graphics generated using the information
retrieved.

In the context of Euro6IX project, this statistics system has been improved adding new operation
features and changes in the system architecture.

All local sites currently reachable from TID (Consulintel, UMU, UPM, ...) and IX nodes
(MADG6IX, LIS6IX, LON6IX, PAR6IX, BER6IX) have provided a stable host/router interface,
which is periodically checked by the "ping stat" tool. Each fifteen minutes a loss/delay measure
is taken, although WEB server updates are made each hour to reduce traffic generated by
“wget”).

This system is used only by TID and the results are offered through this URL:
http://stat6.tid.eurobix.org.

43 Euro6I¥ Project - Microsoft Internet Explorer =121

J Archivo  Edicidn  Wer Fawvoritos  Herramientas  Avuda ﬁ
J Direccidn I@ htkp:/fstaté, tid, euroéix, orgf j @Ir a
|Winculos @1TID IPws Services 48 Jstatistics @ |MRTG Tdneles & [Usage Statistics @ |MRTG & |MRTGDNS & |Estadicticasé TID & |Estadicticase. @ JEwoeIX & Jelmundo.es IPve Ef
i A ' W
Telefonica Web Server of the Euro6IX Project é l'
Aﬁx

Wy The New Internel

Euro6IX Test-bed

Test-bed Diagram

Test-bed Statistics

Today Losses Graphic
Today Delay Graphic

Previous Davs LossesDelay Graphics

Previous Month T ossesTelay Graphics

MMail Systemn Alarn (coming soon}

Other Tools

Links IPv6 El
[&] ,_,_|Q Internet
Figure 2-2: TID Pingstat System Web Page

This URL offers the possibility to recover past statistics results of a concrete day, and every
month it generates a graphic that represents an average of the data collected every day during the
whole month. This average is created with the sum of the Nth values collected every day for a
concrete node and dividing it by the number of measures taken for that node.
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If there are no measures for a day, the represented value in this case in the DELAY graphic is
0%, in the case of LOSS graphic, is 100%.

This monthly statistics are included in Monthly Reports since March Report.

It also offers the possibility to make a ping or telnet to a host and to add a new host to be
monitored by the system.

43 EurobI¥ Project - Microsoft Internet Explorer =1
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El
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=) - - 3 '_:/
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EurobiX
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Add Host
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Back Home
E
&7 [ [ tnternet
Figure 2-3: Other Utilities from TID Stat System

Next feature to be implemented is the sending of mail alerts to the Network administrator when a
node controlled by the system is down.

During Madrid 2003 Global IPv6 Summit, this system controlled the demo router and the demo
hosts stability and reachability.

2.1.3 Smoke Ping at Consulintel

The SmokePing tool (http:/people.ee.ethz.ch/~oetiker/webtools/smokeping) allows monitoring
several IPv6 addresses, using a user-friendly web interface that organizes the ping points in a
hierarchical way.

Consulintel have installed SmokePing to monitor several points within Euro6IX network. This
way several partner’s hosts and IX’s interfaces are being monitored. Using this system, changes
and breakdowns in the network are being detected in an easy and quick way.
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Consulintel’s SmokePing web site could be accessed, using project’s user and password, in
http://www.consulintel.euro6ix.org. Just click on Euro6IX Private and in Ping6 Statistics.

Following some snapshots are showed:
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Figure 2-4: MADGIX Interfaces with Smoke Ping
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Figure 2-5: MADGIX to TID Interface with Smoke Ping (I)
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Figure 2-6: MADGIX to TID Interface with Smoke Ping (II)

2.2  Looking Glass System

The Looking Glass is a software tool that provides a secure web based interface to a number of
common [P tools.

2.2.1 Loking Glass System at BT

Looking Glass System at BT is already described in D3.2 “Definition of Statistics, Management
and Security Control Systems” and more exactly its 2.3 section called “BT Looking glass
System”.

2.2.2 Looking Glass System at Consulintel

Consulintel has developed its own Looking Glass software, within the project. It could be
accessed in http://www.consulintel.euro6ix.org in the Public Services menu or just using
http://1g.consulintel.euro6ix.org.

It provides ping and traceroute tools both with IPv4 and IPv6 functionalities, and also the dig
tool to perform DNS queries.
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Figure 2-7: Consulintel’s Looking Glass

2.2.3 Looking Glass System at UPM

This tool is available through the UPM Euro61X Web page:

http://www.upm.euro6ix.org/cgi-bin/looking-glass-upm-v0.6/ntools.pl

The network tools provided by looking glass are divided in four sections:

Network trace commands: This sections includes ping, traceroute and mrtg (IPv4 and

1Pvo6).

DNS commands: dig with all the possible options: ANY, A, AAAA, PTR, MX, NS,

CNAME.

BGP, BGP4+ diagno
bgp ipv6 neighbours,

stic commands: sh bgp ipv6 summary, sh bgp ipv6, sh bgp ipv6, sh
sh bgp ipv6 advertised-routes, sh bgp ipv6 neighbour routes, sh bgp

summary, sh bgp, sh bgp neighbours.

Routing Display commands: sh ipv6 route (bgp, connected, local, rip, static, summary).
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Figure 2-8: UPM’s Looking Glass

2.2.4 Looking Glass System at TID
The Looking Glass system installed at TID (Telefonica R&D) is the one developed by the UPM.

This tool is accessible through the TID Euro6IX web page: http:/Ig.tid.euro6ix.org/cgi-
bin/ntools.pl.

Include the same tools as in the UPM one.
2.2.5 Looking Glass System at UMU

The Looking Glass application installed at UMU is the one developed by the UPM.

This tool is available through the UMU Euro6IX Web page: http://www.umu.euro6ix.org/cgi-
bin/router-lan/ntools.pl.

Include also the same tools as in the UPM one.
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Figure 2-9: TID’s Looking Glass
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2.3 TILAB’s AS-Path Tree

ASpath-tree is a tool to perform IPv6 network operation analysis based on the snapshot of the
BGP routing table on IPv6 routers running BGP. Originally designed to be used by an IPv6 site
involved in the experimentation of the BGP protocol inside the 6Bone network, it now supports a
set of features useful within any operational IPv6 network, which makes use of BGP.

2.3.1 AS-Path Tree at TILAB

ASpath-tree is a tool developed by TILAB in order to collect information about routing inside an
IPv6 network based on the snapshot of the BGP routing table on IPv6 routers running BGP. It
was originally designed to be used by an IPv6 site involved in the experimentation of the BGP
protocol inside the 6Bone network, and now it supports a set of features useful within any
operational IPv6 network that makes use of BGP.

Based on a single snapshot of the [IPv6 BGP table, ASpath-tree automatically generates, every 5
minutes, a set of HTML pages providing a graphical view of the routing paths towards the other
IPv6 connected domains. Moreover it allows detecting anomalous route entries announced
through BGP (invalid prefixes and unaggregated prefixes), anomalous AS numbers (i.e. reserved
or private) and a set of summary information such as:

=  The number of route entries (valid/total/suppressed/damped/history).

= The number of AS in table (total, originating only, originating/transit, transit only, private
and reserved).

= The number of active AS paths.

= The number of active BGP neighbors (i.e. announcing routing information).

= An analysis of the network size, in terms of AS distances.

= The number of circulating prefixes (total, 6Bone pTLAs, sTLAs, 6to4, others).

Based on repeated snapshots of the IPv6 BGP table at different points in time, ASpath-tree
automatically generates HTML pages reporting on BGP routing stability (last 24 hours) for:

= 6Bone pTLAs.
= RIR's assigned sTLAs.

The outputs are obtained elaborating the AS path information of all the BGP routing entries
available on an IPv6 router.

In Telecom Italia Lab, ASpath-tree is being used in order to monitor TILAB's IPv6 BGP routing
configuration. These pages are automatically updated every 5 min.

At the time of writing, the current version of the AS-Path tree tool is 4.2.

The following figure shows an example of the global [Pv6 BGP table:
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Figure 2-11: TILAB’s AS-Path Tree

2.3.2 AS-Path Tree at UPM
This tool is available through the UPM Euro61X Web page:

http://www.upm.euro6ix.org/bgp/bgp.html

ASpath-tree automatically generates a set of html pages providing a graphical view of the
routing paths towards the other IPv6 connected domains. Additionally it provides pages for the
detection of anomalous route entries announced through BGP (invalid prefixes and unaggregated
prefixes), anomalous AS numbers (i.e. reserved or private) in use and a set of summary
information.
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Figure 2-12: UPM’s AS-Path Tree

2.4 MRTG Statistics

2.4.1 MRTG Statistics at Consulintel

Consulintel has MRTG statistics of its link towards MADG6IX. They are accessible through
http://www.consulintel.euro6ix.org (Euro6IX Private menu, Traffic Statistics option). In order to
access the MRTG graphics you need to know the project user and password.
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Figure 2-14: Consulintel’s MRTG Statistics (IT)
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2.4.2 MRTG Statistics at TID

The main MRTG web page where every link in Telefonica R&D premises can be monitored is
accessible in this URL: http://mrtg.tid.euro6ix.org/mrtg.

Another way easier to see the MRTG statistics system installed at TID is accessible through the
TID Euro6IX web page: http://www.tid.eurob6ix.org.

To view the MRTG graphic for each link the user must pass the mouse pointer over the link to be
monitored.

In the Networks section of the web page (http:/www.tid.euro6ix.org), there are three different
network levels:

e FEuro6IX: Links from MADG6IX to LIS6IX and LON6IX.
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Figure 2-15: TID’s MRTG Statistics (I)

e MADOGIX: Links inside MADG6IX with other national partners (Consulintel, UPM, TID,
Vodafone).
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Figure 2-17: TID’s MRTG Statistics (I1I)

2.4.3 MRTG Statistics at UMU

This tool is available through the UMU Euro61X Web page:
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https://nagios.umu.euro6ix.org/mrtg6/

To access it, you must present a valid Euro6IX Public Key Certificate, to get one go to
https://pki.umu.euro6ix.org/index.html.

It shows MRTG statistics of all the UMU connection to the IPv6 world, including Euro6IX
backbone.
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Figure 2-18: UMU’s MRTG Statistics

2.4.4 MRTG Statistics at UPM
This tool is available through the UPM Euro61X Web page:

http://www.upm.euro6ix.org/mrtg/map dit.html

It shows MRTG statistics of the three main IPv6 links available in UPM: MAD®6IX, tunnel to
mo6bone, and tunnel to UMU, that are accessible through a network map.
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Figure 2-19: UPM’s MRTG Statistics

2.5 Web Access Statistics Implemented at Partner’s Sites

As part of the Web service, statistics of accesses should be installed to control and to he web and
to have a measure of the accesses made by IPv6 users.

To get this goal, two modules of IPv6 web access statistics are suggested to get installed at
Euro6IX partners web sites: Webalizer (http://www.mrunix.net/webalizer/) and AWSTATS
(http://www.mrunix.net/webalizer/), both with IPv6 support.

UPM has installed a CGI access counter called nph-count in the main web server.

2.5.1 Webalizer

The Webalizer is a fast, free web server log file analysis program of Apache log file. It produces
highly detailed, easily configurable usage reports in HTML format, for viewing with a standard
web browser.

It provides information about the number of accesses, the IP of the user who has visited the web
site and which pages have been visited.

The Webalizer server installed at TID Web Server is the one with IPv6 support.

The statistics generated about TID Web Server using Webalizer can be seen at:
http://www.tid.euro6ix.org/usage.
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Figure 2-20: TID Statistics of Access to www.tid.euro6ix.org using Webalizer

2.5.2 AWSTATS

AWStats (http://awstats.sourceforge.net) is a short for Advanced Web Statistics.

AWSTATS is a free powerful and plenty of features toolset that generates advanced graphic web
server statistics. This log analyzer works as a CGI or from command line and shows you all
possible information your log contains, in few graphical web pages.

It uses a partial information file to be able to process large log files, often and quickly. It can
analyze log files from IIS (W3C log format), Apache log files (NCSA combined/XLF/ELF log
format or common/CLF log format), WebStar and most of all web, proxy, wap, streaming
servers (and ftp servers or mail logs).

Up to date (version 5.6), the IPv6 support is not total, as there is not the possibility to show IPv6
only statistics. What could be done is to show both IPv4 and IPv6 statistics, and using a new
plugin, perform reverse IPv6 DNS lookups.

2.5.2.1 AWSTATS at Consulintel

At Consulintel, in order to have IPv6 only statistics some previous scripting over the access logs
has been made. In http://www.consulintel.euro6ix.org within the Private Euro6IX menu web
access statistics could be found. The project’s user and password is required to access them.

Both combined (IPv4+IPv6) and IPv6 only statistics are available.
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In the near future, Euro61X code porting activity will solve this and provide a full featured IPv6
AWSTATS version.
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Figure 2-22: Example of Euro6IX Web Site Statistics

01/09/2003 - v1.0 Page 26 of 41



[1ST-2001-32161 | Euro6IX | D3.2A: Update on the Definition of Statistics, Management and Security Control Systems |
2.5.2.2 AWSTATS at TID

The statistics generated about TID Web Server using AWSTATS can be seen at:
http://www.tid.euro6ix.org/cgi-bin/awstats.pl?config=che.
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Figure 2-23: TID Statistics of Access to www.tid.euro6ix.org using AWSTATS

2.5.3 Web Access Statistics Implemented by UPM

UPM has installed a CGI access counter called nph-count in the main web server. It shows IPv6
and IPv4 accesses to the web page (http:/ www.upm.euro6ix.org).

e B

s Welcome to Euro6lX at 4
é",\’ Technical University of Madrid
s

P e s e

Ewropean TPvé Internet Exchanges Backbane

Overvew FurobLY s the lerger reseireh project up o now fimded by the Europesn [T Progries (I8T-2001-32161 ) The goal of the "
Puriners TurnfLY praject is do support the mpid infrodocizon of TPV in Europe. Towards tas lirgel, the project has defized very 3
Gallwite concrele ohjectives tha will be camied cut ncconding 1o n sperific work plan, This desonbes e Pan-Europem nehwork

o desien (nabive TPvA), mebwork deployment, research on ndvimced nebaork services, develnpment of applicafions {thae will p.|"n‘:u-"-
etk Tools and . yfied throngh the: imvolvement of weer gromps and imeermational irinlsl, and active disssminndion pctivities, incliding <200
Servlers  everes and conferences, sonirikufions fo sandards (IETF and RIPE smong odberel, publication of papers and active promegion of
Related Links all the publicly svsilable project resulie through the projee web gl

Contacd s lafersmalion
= See e Overview poge for nformalion oo EuroGDY project,

+ Doavalond Support G Applications in Soffwore
» A sy of both advanced notwork services resesrch and Set networks tools wses Tor netwoek rest i Eupoalx Project arc

Acersses since diserbed and avalaibles in Sorvice page.

Jaty 30th, 2005 w Lambie b other IPVE activities end sbandisclisation Lecies can be Toune on the Belall Loks page.
[t EIRLIRED

IFu4; BT

Latest News

* [F1ATZ003] - Muolihoming - Locking Glass, Disooeralion ecemrio * simulaied wit VURML over a lines P, s

= [FOOTIE003] - Muolti Roneer Tredfie Grapher (METG) t00l to monitor the traffic load on sehwork-links, !3. s
= [EROTIZ003] - Vimeal Metwork User Mode Linu (VUML) general papese viralization teal available under poftuare
[

Thee Euret D Frojedt 5 part-funded by the Buropean BT Frogrem (251-2001-32161)

Figure 2-24: UPM’s Access Statistics
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2.6 Other Services Statistics

2.6.1 Nagios at UMU

UMU has installed the Nagios statistics system. This web service is accessible through:

https://nagios.umu.euro6ix.org/nagios.

To access it, you must present a valid Euro6IX Public Key Certificate, to get one go to

https://pki.umu.eurob6ix.org/index.html.

UMU services and Euro6IX backbone connections are monitored.
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Figure 2-25: UMU’s Nagios Service

2.6.2 Nagios at UPM

UPM has installed the Nagios statistics system, a network monitoring application that watches
hosts and services specified, sending alerts when things go bad and when they get better. The
plugin developed at TILAB has been also installed in order to enable IPv6 services monitoring.

This web service is accessible through: http://nagios.upm.euro6ix.org/nagios.

Main IPv6 links are monitored: UPM-MADG6IX and UPM-UMU. Also, most services available
at UPM Euro6IX web page are monitored.

01/09/2003 - v1.0 Page 28 of 41


https://nagios.umu.euro6ix.org/nagios
https://pki.umu.euro6ix.org/index.html
http://nagios.upm.euro6ix.org/nagios

[1ST-2001-32161 |  Euro6IX | D3.2A: Update on the Definition of Statistics, Management and Security Control Systems |

23 Nagios - Microsoft Internet Explorer; BE®E

Archivo  Edicién  Wer  Fawvoritos  Herramientas — Awuda T

% o ™ Bi < %) > -
Ontras > ] lﬂ |§| # Bisqueda . ¢ Favoritos @Multlmedla 6‘ =

Direccion @j http:/{nagios.upm. euroéix.org/nagios!

w B vincuos

N H Current Network Status Host Status Totals Service Status Totals
a g l os Last Updsted: Thu Jul 31 13:24:41 CEST 2003 F
Updated every 90 seconds
General NagiosE - ¥ NAios. org 72 =, 0 0 Ll o o o o
Logged in as nagiosadmin
®Home = =
® Documentation iz History For all hosts 3 5 o 3

Wieww Motifications For Al Hosts

Wigwy Host Status Detail For &1 Hosts

T
® g';f\,.il' .?.;';.. ™ Service Status Details For All Hosts
® Host Detail
® Status Overview
® Status Summary
® Status Grid

Ok 07-31-2003 13:21:43 1d #h S6m 538 113 PING Ol - Packet loss = 0%, RTA = 718 ms
® Status Map
®3-D Status Map Ok 07-31-2003 13:23:57 Od 16h 48m 38s 1/3 PING Ok - Packet lnss = (1%, RT4 = 25 41 ms
® Service Problems
® Host Problems nevadaf DISK O 07-31-2003 13:22:07 36d Oh 20m 27= 193 DISK Ok [7517244 kB (71%) free on Jdevihde?] [257572 kB (100%) free on shmfs]
® Network Outages PINGE Ok 07-31-2003 13:23:57 366 Oh 25m 235 173 PING Ok - Packet loss = 0%, RTA = 0.03 ms
DMS ok - 1 seconds response time, Address(es) isfare 21610912570
® Comments -3 :21: P . '
< Comments wamba DS Ok 07-31-2003 13:21:29 0d 9h 24mBs 113 218400128 77, 216100195 78, 215,100 118 64
ETP Ok 07-31-2003 13:2207 1d 4h 32m 285 113 FTP OK - 0.013 second response time on port 21 [220- IPvE FTP Server]
® Process Info HITR Ok 07-31-2003 13:21:58 0d 13h 23m 38s 113 HTTR ok: HTTPA 1 200 OK - 1.145 second response time
®Perforn ance Info PR oK 07-31-2003 13:21:29 1d 4h 33m 188 1/3 FTP OK - 1.151 second response time on port 21 [220- IPvE FTP Server]
® Scheduling Queue
EEEE e (=3 07-31-2003 13:2357 1d 4h 30m 38 113 PING Ok - Packet loss = 0%, RTA = 1 13 ms

* Trends

® Availability

® Alert Histogram
® Alert History

® Alert Summary
® Notifications

® Event Log

ew Config

9 Matching Service Ertries Displayved

&] ® Internet

Figure 2-26: UPM’s Nagios Service
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3. EURO6IX MANAGEMENT PROPOSAL

3.1 Euro6IX Management System based on Magalia (MSIP)

The Management of a big network, with nodes owned by different organizations, causes that
nobody can know the global state of the network.

The solution to this problem is not very easy because organizations usually are very reluctant to
allow SNMP accesses to their equipments, and even in the case that will be allowed this kind of
accesses, the amount of monitoring traffic generated can produce a bandwidth waste.

To solve this situation, a new protocol called MSIP and a new Magalia module called IM have
been created. The new Magalia interchange module (IM) and MSIP protocol have been
designed to make possible the sharing of monitoring information.

This protocol will provide communication exchange of the public monitoring information of the
[Xs, isolating the private information of the IXs from the rest of the world.

With MSIP, each organization forwards to the rest only information pieces previously selected
by the owner of this information.

These pieces of information aren’t forwarded to everybody, the information is sent to a set of
few organizations, and this information is relayed to others and so on, resulting in a significant
saving of bandwidth and CPU usage.

Thanks to MSIP, each organization will have graphical information of the global state of the
network.

This protocol is designed with the following features:
= [solation of private information between MSIP partners.
= Loops and mesh network topologies working capable.
= Infinite loop avoidance mechanism.
=  Spoofing protection.

With this protocol, a new set of concepts are introduced:

e MSIN: Magalia Shared Information Network. Is the set of “nodes” and “message paths”
that compose the group of organizations that share the information.

e IM: Interchange Module. Magalia module that performs the exchange information
between Magalia kernels.

e MSIP: Magalia Shared Information Protocol.
e MP: Message path. Virtual Path to be followed by MSIP messages.

For more information about MSIP protocol, see “Magalia EIP.doc” document at Euro6IX
Repository.
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3.2 Distributed Management Proposal to Test MSIP

This proposal is an example of installation of MSIN in Euro6IX network, which will give a
global view of Euro6IX network state to all project partners.

3.2.1 Objective of the Test

The objective of the test is to verify the proper operation of MSIP, to detect possible errors in the
protocol design, and to provide for the first time a global vision of the Euro61X network status to
all Magalia users.

3.2.2 MSIP Test Description

The test consists in the installation of Magalia package in various IXs of Euro6IX and the
configuration of MSIP.

The information to be shared will be messages bearing information about the traffic load, and the
state of the public links shared between different 61Xs.

The cooperation between the Euro61X members is of vital importance in the success of this trial.
As a profit of the test, every participating partner will see the global link state of Euro6IX.

It is proposed that IXs involved in this test are: BER6IX, LIS6IX, LON61X, MAD6IX. PAR6IX
and ZURG6IX.

3.2.3 MSIP Test Configuration Tips

Because of the arbitrary nature of the information needed by MSIP to run, most of configuration
criteria are arbitrary and they can be subject of negotiation.

Now take a look over the following picture of Euro6IX network to identify the topology of the
network and design in Figure 3-1.

As it can be seen, this network has a big ring, with radial adjacencies.

The next part of the work is very political, and it consists in the establishment of regions of
responsibility according to the weight of the nodes in the network.

A node is so much heavy in importance the nearer of the ring is located. This way, a hierarchy
can be established: level 0 is assigned to the nodes lying down over the ring, level 1 is assigned
to out of the ring adjacent nodes attached to level 0 nodes and so on.

If this hierarchy is applied to Euro6IX network, the result can be like this:
e Level “0” nodes: MAD6IX, LON6IX, PAR6IX, BER6IX and TORG6IX.

e Level “1” nodes: LIS6IX, Zurich, Southampton, Caen, Lannion, Issy, Bretagny, Viby
and UMU.

o Level “2” nodes: Aveiro and Bern.
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Figure 3-1: Euro6IX Network Map Design

Note that the hierarchical level has nothing to do with the importance of node itself, it only
depends on the proximity to the ring.

Every node has the responsibility to forward MSIP messages from the deepest levels of its region
to the upper level node. An influence region is the node and its low level hanging nodes.

For example, the region of MAD6IX is formed by MAD6IX (as head node) and the nodes
LIS6IX, UMU and Aveiro. At the same time the region of LIS6IX is formed by LIS6IX (as head
node) and Aveiro node.

When various nodes of the same level share a set of monitoring parameters, (in the case of
Euro6IX the load and state of the ring links), the responsibility of monitoring must be distributed
using a finger criteria.

What is the “finger criteria”?: See Euro6IX ring as a steering wheel. In this wheel, the level zero
nodes will monitor the adjacent links reached in clockwise.
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Following this explanation:

e MADGIX will monitor the link between MAD6IX and LON6IX.
e LONG6IX will monitor he link between LON6IX and PAR6IX.

e And soon.

If a node can’t be monitored is assigned link but the adjacent node can, exceptions will be
accepted by mutual agreement.

3.2.3.1 Agreement about Naming of Nodes and Links

All organizations must agree in the naming of links and nodes because MSIP and Xges instances
need it.

Here is TID proposal:

The names of level zero nodes will be MAD6IX, LON6IX (or UK6IX if London prefers),
PARG6IX, BER6IX and TOR6IX, etc.

The “ifz” attribute of every link (see “Module snmp” properties in Magalia Handbook) in the
ring will be “<node a>-<node b>” following the steering wheel criteria in clockwise. For
example “MADO6IX-LON6IX”, LON6IX-PARG6IX”, “PAR6IX-BER6IX” and so on.

In the radial links, the criteria of naming links will follow the name of the nodes from the
ringside toward the outside. For example “MAD6IX-LIS61X”, “LIS6IX-Aveiro”, etc.

3.2.3.2 Message Paths

Two MP will be created inside the ring, “LEVOGIRAL” and “DEXTROGIRAL”, both are
equal except in the sense of message circulation. In the first MP the messages screws left the
ring, and the second screw right.

The radial MPs will be named following the criteria “<name of the canton’s head node>-out”
and “<name of the canton’s head node>-in”, depending if the message leaves the ring toward
radial MP, or ingress in the ring coming from the radial MP. The MP should be prolonged till the
last node of the branch.

3.2.3.3 MSIP Nodes Behavior

All nodes must configured to comply these requirements:

e All level zero nodes must forward the messages coming from a concrete ring MPs to the
next ring of the same MP node.

e If the node is a region-head, it must route the ring MP messages to all radial MPs,
changing the destination MP to the radial MP and must change ORIGINATOR field to its
node name and set the TTL field properly to allow the message to get every node in the
radial MP.

e If aregion-head node receives a message from any radial MP, the node must forward the
message to the rest of the MPs, (ring and radial for its canton), and change
ORIGINATOR and TTL fields properly.

e When, as a result of module activity, a new message is generated, the node (this node can

be of any level) must send the message to all attached MPs, with the ORIGINATOR
filled with its name, and the TTL field set to an adequate value for all.
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3.2.3.4 Public and Private Maps

The configuration tips exposed along the preceding sections of this chapter must be configured
in the public map. This map is the reference needed by the IM (information module) to work.
This map must be accessible to all organizations.

The private map can be a copy of the public map, adding after the organization’s private
attributes, to permit the real surveying work to the rest of the modules, this map can have
confidential information and mustn’t be distributed to the rest of the partners.

3.2.4 Distributed Management Proposal to test MSIP

This map shows the proposal for testing MSIP. All partners involved.

®

LONEIX
[BERBIN-Vibul
[LONEIE-Southamton ]
BEREIX
Southampton (i;rr
Caen [LON6IX—-PARGIX]
[PARSIX-BERSIX]

Lannion @
[BERSTX-TORGIX]
fMADS TX—-LONE

Aveiro
@
LisqT HADEIX
L

1561H-Aveiro]

44— =Head node>_out
—— p =Heasnode=_in

[HADEIX=LISEIN] 4+——— LEVOGIRAL

R [HATIE T%-UHLI] *  DEXTROGIRAL
%
Figure 3-2: MSIP Operation Through Euro6IX Network Map

The ifz link attribute values come enclosed in square brackets.
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4. EUROG6IX SECURITY CONTROL SYSTEMS PROPOSAL

4.1 Security Guidelines for Euro6IX Network

Security guidelines for Euro6IX network have been defined in collaboration with research
activities within WP4. The deliverable D4.4 “Report on the second year Network and
Application Research Activities (draft)”, and more exactly its 2.1.6 section called “Network
Security”, already contained a summary of these rules.

In order to provide an overall view the basics are presented again.

The basic security feature to consider is the Least Privilege principle. It states that every
component should have only the privileges needed to carry out assigned tasks.

The Euro6IX network model has been divided into three different functional blocks:
e Internet Exchange Network.

e Carrier’s Network.
e ISP Network.

After that, traffic has been modeled for each kind of network in order to control it.

The following figure shows the Traffic Control in the Carrier’s Network.

LEDHPETH
TPt Thers Ras

S Aceon

PoF services
(DS, eic)

Figure 4-1: Traffic Control in the Carrier’s Network
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The following figure shows the Traffic Control in the ISP’s Network.

TP Tkers

\
S-

P4 / Tomii

Teers e
Extemal router

Managzenerd and private DWE
rotection
Ferrnater and public senice

Figure 4-2: Traffic Control in the ISP’s Network

The following figure shows the Traffic Control in the IPv6 Internet Exchange.

L} Service Nabwoak

DHE and oftwr sermices.

L3 Main Node

Figure 4-3: Traffic Control in the IPv6 Internet Exchange
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From a security point of view, and if performance is not seriously affected, it is recommended
that traffic flows from/to L3 Services and Management networks pass through its access element
(like filtering routers/firewalls) for this parts of the networks.

For further information, it is recommended the reading of the whole document “Security
Guidelines for Euro6IX Networks” that can be found in the Euro6IX repository. After the
implementation stage in WP2, feedback will be provided to WP3 and WP4.

4.2 Topaz, an IDS Tool

Topaz is a NIDS (Network Intrusion Detect System) developed within Euro6IX in order to study
and experiment new IPv6 attack patterns.

Topaz is an application to secure Euro61X networks. Its relevance for IXs architecture and IPv6
is high, as its main objective is to detect possible IPv6 protocol vulnerabilities, and it offers a
new point of view for implementing this kind of applications.

During 2003, Topaz development team at TID has been collaborating with sub-activity A4.1-3 in
order to define the complete Detection Logic. The rules contained in this Detection Logic can be
classified in three categories:

= Forbidden Accesses: Failed accesses detection, root access detection, and brute force
attacks detection ...

= Common Attacks: DoS attacks detection, IP Spoofing detection, Critical Services
scanning detection, shell executions detection, Specific Services attacks ...

= [Pv6 Specific Vulnerabilities: Specific Attacks for [Pv6 protocol.

Category 1 and 2 are defined and implemented. The collaboration with A4.1-3 continues to
define and implement the set of rules in the category “IPv6 specific vulnerabilities”.

4.2.1 Topaz Application

Topaz is made of two components:

e The Sensors. Its function is the capture of Ethernet frames to get an analysis of the IP
packets contained in every Ethernet frame and to get/send the messages from/to the
Management Console.

Sensors have been developed in C++ programming language, in both Linux and
Windows platforms.

In the snapshot at Figure 4-4, it can be seen the different log messages that a sensor
exchanges with the Management Console.

e The Management Console. The Management Consoles centralizes and manages in a
graphical way all the Sensors System and the reception of alerts.

The Management Console is a traditional Windows event-oriented application, adding
graphical capabilities to alert analysis and trace presentation functionalities.

Features of the Management Console are:
» Add/delete a registered sensor.
» Add/delete a category of rules (in a graphical way).
» Add/delete a rule (in a graphical way).
» Presentation of alerts notifications.
= Updates of the list of sensors connected to the Management Console.
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* Allow (or not) the registration of new sensors.
» Sending of mail alerts to the network administrator.

Saving of the Alerts Buffer to a log file.

A snapshot of Topaz Console indicating elements follows below in Figure 4-5.
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Figure 4-4:

1Topaz - DL_Prueba.xml

File Edit ‘iew Sensors

Configuration

IR

Sensor Log messages

=121

s @; DL_Default, xml

Sensors Tree

£?xml version="1.0"7>

{MES>R1 message{/MES>

<CON PROT="FTP" FLD="Message" TYPE="STRING" TREAT="MATCH" OFFSET=
<CON PROT="TCP" FLD="Source port"' TYPE="DEC" TREAT="MATCH" OFF3SET

=-{3 Sensors <IDOCTYPE DETECTION_LOGIC S¥YSTEM "DETECTION_LOGIC.dtd">
-3 Telnet_accesses <DETECTION_LOGIC>
-3 FTP_accesses {LIST>
-3 Port_scans <NAME>LO</NAME >
- 3 Service_accesses <MEM>21<JMEM > Detection LOgic File WindOW
- DoS_atbacks <MEM>23<IMEM>
-3 TP_sponfing_attacks <JLIST>
- M FTP_attacks <RULE>
- M RPC_attacks <{NAME>RO<{/NAME >
- 3 web_attacks <OCNUM>1<{OCNUM>
- M DNS_attacks LUT>5H<UT>
- E-Mail_attacks <{MES>R0 message{/MES>
Fruehs <CON PROT="IPv6" FLD="Destination address" TYPE="IPvGNET" TREAT="MATCH" OFFSET="0">3tf
& ffeizaemeniaz <fRULE>
1052 <RULE> T
30 _Prucha <NAME>R1</NAME>
<OCNUM>2<0CNUM>
<UT>300UT>

>21<]CON>

"">530 Login incor

P2=TH [N =N et
2| | &
Date | sensor identifier | _ Message | nnderfPaddress | TargetTPaddess | intruderport | Targetport | -]
Mon Jun 23 12:36:06 2003 Prueba RO message 3Ffe13328:0006: 0000:0000: 0000: 00, 3Ffe:3328:0006:0000:0000:0000:00,.. 1412 23
Mon Jun 23 12;36:04 2003 Frusba RO message 3ffe:3326:0006:0000:0000:0000:00..,  3ffe:3328:0006:0000:0000:0000:00... 1412 23
Mon Jun 23 12:36:03 2003 Prueba RO message Affe: 3328:0006: 0000:0000:0000:00, .. 3ffe:3328:0006:0000:0000:0000:00. . . 1412 23
Mon Jun 23 12:36:01 2003 Prusba RO ressage 3Ffe:3328:0006:0000:0000:0000:00,,,  3Ffe:3328:0006:0000:0000:0000:00, .. 1412 23
Mon Jun 23 12:35:59 2003 Prueba RO message 3FFe: 3328;0006: 0000:0000:0000:00,.,  3Ffe:3328:0006:0000;0000:0000;00... 1412 23
Mon Jun 23 12:35:55 2003 Prueba RO message Affe: 3328:0006: 0000:0000:0000:00, .. 3Ffe:3328:0006:0000:0000:0000:00. . . 1412 23
Mon Jun 23 12:35:56 2003 Prusba RO ressage 3FFe13328:0006:0000:0000:0000:00,,,  3Ffe:3328:0006:0000:0000:0000:00, .. 1412 23
Mon Jun 23 12:35:55 2003 Prueba RO message 3FFe: 3328;0006:0000:0000;0000:00,,,  3Ffe:3328:0006;0000;0000:0000;00... 1412 23
Mon Jun 23 12:35:55 2003 Prueba RO message Affe: 3528 0006: 0000:0000:0000:00, .. 3Ffe:3328:0006:0000:0000:0000:00. .. 1412 23
Mon Jun 23 12:35:54 2003 Prusba RO ressage 3FFe3328:0006:0000:0000:0000:00,,,  3Ffe:3328:0006:0000:0000:0000:00, .. 1412 23 1.
Mon Jun 23 12:35:53 2003 Prueba RO message 3FFe: 3328:0006:0000:0000:0000:00,.,  3Ffe:3328:0006:0000;0000:0000;00... 1412 23
Mon Jun 23 12:35:53 2003 Prueba RZ message 10.95.15.125 192.165.234.7 1412 23
Mon Jun 23 12:35:53 2003 Prusba R2 message 10,95.15.125 192.168.234.7 1412 23
Mon Jun 23 12:35:53 2003 Prueba RO message 3Ffe: 3328;0006:0000:0000:0000:00,.,  3Ffe:3328:0006:0000;0000:0000;00... 1412 23
Mon Jun 23 12:35:52 2003 Prueba RZ message 10.95.15.125 192,165,234 141
Mon Jun 23 12:35:52 2003 Prusba R2 message 10,95.15.125 192,163,234, .
Mon Jun 23 12:35:52 2003 Prusba RO message 3Ffe13326:0006:0000:0000:0000:00..,  3Ffe:33za:oone:onnn:on]  Alerts Messages Window
Mon Jun 23 12:35:52 2003 Prueba RZ message 10.95.15.12% 192,168,234
Mon Jun 23 12:35:52 2003 Prueba RZ message 10.95.15.125 192,165.234.7 1412 23 4
Mon Tun 23 12:35:51 2003 Prieha R messane: AFFe: 3328 N00A: OO0 Q000 ONA0:00. .. 3FFe: 3323 A00A L0000 OO0 :0000: 0. . . |
For Help, press F1 [ um |

Figure 4-5:

Topaz Console Snapshot
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4.2.2 Proposal of Installation of Topaz at TID Test-bed

This is a proposal to install and test Topaz Sensors System and Topaz Management Console at
TID. In this proposal, it is analyzed which are Probably Intrusion Sources and which places are
the bests to install Sensors system and Management Console in order to secure TID test-bed.

Today, any response mechanism of Sensors is implemented.

Firstly, let’s take a look at TID Test-bed:

EuroblX: Telefonica HD IPv6 Networks

Radius, ARA
ISP Servers

PSTHASDM
Users Access

AX Hetwork
1P The Mew dnsernet - Mangement

MADBIX
(Madrid B13)

Services Center (5C)

Backbone
Servers

D =B
Matirve IPvB
ADSL Access

Figure 4-6: TID Test-Bed

4.2.2.1 Probably Intrusion Sources

These are:
e Externally:
e International Accesses through MAD6IX.
e All other national organizations networks.
e Access from ADSL and ISP users.
e Internally:

e Incorrect use of resources by administrators and operators.

4.2.2.2 Sensors Installation

The sensors system at TID will be composed by:
e 1 sensor controlling 61XGATE incoming traffic.
e 1 sensor at POP#1 controlling clients incoming traffic.
e 1 sensor at POP#2 controlling ISDN IPv6 Users.
o 1 sensor at NOC.
e 1 sensor at Backbone Servers.
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e 2 sensors at IPv6 ISP test-bed:
e 1 in IPv6 Services network.
e | after the IPv4/IPv6 tunnels from external users.

The Management Console is to be installed at Backbone Servers.

Euro6lX: Telefonica HD IPv6 Networks

)\.. Senzor (hoth Livmxr and Windowrs) Radius. AAA
L
1 Consale (Windows) PDP2 ISP Servers

PSTNASDN
Users ACcess

.éﬂ Transit :
mr.. o Network R i Mangement
MADBIX | 4= | ST
(Madrid B1)

Backbone
Servers

Mative IPvE
ADSL Access

Figure 4-7: Topaz Installation Proposal at TID Test-Bed
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5. SUMMARY AND CONCLUSIONS

This deliverable has presented the systems used by Euro6IX networks to control and monitor
IPv6 traffic.

The results of A4.1-1 and the collaboration with A4.2-2 are explained in chapter 4. Up to now
the most effort has been theoretical in the case of study of Security Guidelines and development
effort in the case of Topaz.

The next lines of work in security are:

= To elaborate a plan to install and test Topaz in TID test-bed (a proposal is presented in
this deliverable), and to install the application in every partner test-bed and every IX.

» The Security Guidelines are being installed and tested at TID test-bed.
The feedback about these two issues will be reported in Deliverable D3.3.

Another line of work is Magalia. The goal for next year is to have the functionality of Sharing
Management running and being tested in every [X.

It is also very important that partners have installed this application in their own test-bed to have
it controlled and communicated to the main Magalia node in the correspondent IX (level zero
nodes in MSIP terminology). In D3.3, results obtained by partners (and IXs) that will install
Magalia will be reported.

The systems to control traffic and to obtain statistics from it have become very important since
the next step in the evolution of Euro6IX is the introduction of real beta-tester users. In this way,
A4.2 has to make a big effort in order to make attractive final-users applications.

New systems (if any), implemented to control this new traffic, will be commented in D3.3.
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